Inter-ISP traffic flow determines the settlement between ISPs and affects the perceived performance of ISP services. In today's Internet, the inter-ISP traffic flow patterns are controlled not only by ISPs' policy-based routing configuration and traffic engineering, but also by application layer routing. The goal of this paper is to study the economic implications of this shift in Internet traffic control assuming rational ISPs and subscribers. For this purpose, we build a general traffic model that predicts traffic patterns based on subscriber distribution and abstract traffic controls such as caching functions and performance sensitivity functions. We also build a game-theoretic model of subscribers picking ISPs, and ISPs making provisioning and peering decisions. In particular, we apply this to a local market where two ISPs compete for market share of subscribers under two traffic patterns: ''Web" and ''P2P overlay", that typifies the transition the current Internet is going through. Our methodology can be used to quantitatively demonstrate that (1) while economy of scale is the predominant property of the competitive ISP market, P2P traffic may introduce unfair distribution of peering benefit (i.e. free-riding); (2) the large ISP can restore more fairness by reducing its private capacity (bandwidth throttling), which has the drawback of hurting business growth; and (3) ISPs can reduce the level of peering (e.g. by reducing peering bandwidth) to restore more fairness, but this has the side-effect of also reducing the ISPs' collective bargaining power towards subscribers.
Introduction
The Internet is operated by many internet service providers (ISPs) who decide to interconnect their networks together. There are primarily two kinds of peering relationships between Internet ISPs: (i) provider to customer relationship and (ii) free peering (also called peer to peer) relationship [7] . These peering relationships define a set of transit service agreements [11] [12] [13] . For example, under the provider to customer relationship, the customer ISP pays the provider ISP for the traffic exchange on the peering link between them; while the traffic exchange on the peering link is nominally free of charge under the free peering relationship.
Under this transit service model, an ISP needs to make peering decisions (e.g. whether to peer with the other ISP or not and with what kind of peering relationship), provisioning decisions (e.g. how much capacity shall this ISP provision), and pricing decisions (e.g. how much shall this ISP charge its own subscribers) to cope with inter-ISP traffic and optimize its business.
Inter-ISP traffic has important impact on ISPs' business for at least two reasons. First, the monetary settlements between ISPs are directly based on inter-ISP traffic flows. Secondly, inter-ISP links are likely to be bottlenecks that affect the performance perceived by potential subscribers, hence indirectly affect the ISPs' market share distribution. Inter-ISP traffic exchanges are generated by various applications. In the current Internet, web traffic and overlay traffic are the two dominant types of traffic. BGP, the current Inter-ISP routing protocol, can help ISPs control the routing of web traffic. BGP ensures that the actual web information flows (traffic) are confined to be along the routes that are advertised between the peering ISPs according to ISPs' business considerations. So ISPs' settlement is what they expect from their negotiated peering agreements.
Such policy-based routing, however, focuses on business considerations and does not imply the best possible service for individual subscribers and the applications they are running. As a consequence, today's Internet is full of overlay applications, which change traffic routing in the application layer to better satisfy and optimize for applications' (or subscribers') needs.
Take P2P overlay networks as an example. To provide efficient and speedy distribution of content to many receivers, peers play the role of information receiver as well as server at the same time. This causes information to be routed according to the distribution of the overlay nodes (peers), and to some extent the performance of paths between the peers. The resultant patterns of information flow may be quite different from that intended by the ISPs' transit agreements. For example, let us assume that two ISPs, ISP A and ISP B, peer with each other through a free peering link. This means neither ISP A nor ISP B would like to provide transit service to the Internet for each other. Suppose peers of a P2P (overlay) network populate both these two ISP networks, but ISP A's network has a large peer population who download a large number of shared objects from the Internet. Due to the nature of the P2P application (e.g. file sharing), peers in ISP B can easily find shared objects from (peers in) ISP A rather than from the Internet, hence fetch them from ISP A's network rather than from the Internet. As a result, ISP A's network is effectively providing transit service for ISP B without compensation, which is inconsistent with the peering agreements between the two ISPs.
What are the implications of such overlay network traffic on ISPs peering? Can the ISPs still rely on Internet's policy-based routing protocol (BGP) to manage their traffic, or will they need new strategies or new Internet business model in view of the overlay traffic?
The contribution of this work is to present an inter-ISP traffic model together with game-theoretic analysis to help understand the ISP peering and provisioning issues under application layer traffic routing. The game-theoretic model is an abstract model designed to capture the decision of the major players of the Internet marketplace -the subscribers (users), and the ISPs playing different roles in providing transit service. In particular, we focus on the situation in a local market where there are two ISPs competing for subscribers and they are connected to the Internet via upstream transit ISPs. In such a model, the ISPs are modelled as leaders who optimize their profits by setting proper prices, and subscribers are modeled as followers who react to the prices set by the local ISPs. The operation of these local ISPs can be expected to reach some market equilibrium, when each ISP attaining a certain market share of the subscribers and making a certain amount of profit.
We adopt a gravitational traffic model as a simple and intuitive way to model the inter-ISP traffic patterns generated by different applications. In this model, traffic flows according to the number of subscribers in each ISP engaged in the same application at the same time, modulated by performance influence which leads to specific route selection by overlay networks. In other words, an ISP with more subscribers tends to attract (or contribute) more traffic, with the throttling of the performance of links connecting this ISP to its neighbors. By adjusting its parameters, such a gravitational model provides a rational approximation of different inter-ISP traffic patterns. Our inter-ISP traffic model pinpoints the important factors that affect inter-ISP traffic intensities, i.e. population distribution, routing sensitivity to network performance, and routing policies which are related to ISPs' business relationship.
Our analysis brings out several interesting observations.
(i) As the traffic model shifts from traditional web traffic to more overlay traffic, the benefit of the free peering may become unfairly distributed. The smaller ISP can enjoy a certain degree of free-riding. This may trigger some actions by the bigger ISP, though the possible actions may be counter-productive (as explained below). (ii) If the larger ISP tries to cut back the bandwidth provisioning of its private link(s) to the Internet, it will help restore the fairness of peering benefits; but this is detrimental to business expansion and is not healthy for the growth of the Internet. (iii) If the larger ISP tries to reduce the peering bandwidth, it will also help restore the fairness of peering benefits. However, this also may hurt the ISP business since it reduces the collective bargaining power of the ISPs in setting prices for subscribers.
The insights from this work is useful for further study of ISP peering practices, and considerations for different inter-domain routing mechanisms and other tools to support these new peering practices. From a single ISP's perspective, our methodology can also be used to build a decision support system to evaluate various peering and provisioning strategies.
The rest of the paper is organized as follows. Related work is given in Section 2. In Section 3, we introduce our business model and formulate the local access market as a multi-leader-follower game. We propose our general inter-ISP traffic model based on caching function and performance sensitivity function in Section 4. Based on the game-theoretic framework and the inter-ISP traffic model, Section 5 presents our case studies for Web traffic and overlay traffic. Section 6 concludes our discussions.
Related work
Due to the inter-dependency of the economic principles and the technical architecture of the Internet operations, there has been increasing interest in applying economic and game-theoretic analysis to study Internet protocol and operational issues. For example, [20] presents a simple traffic model between local ISPs and uses a simple economic model to predict when these ISP would use no-payment peering rather than customer-provider peering for their local traffic. In [17] , the authors give an interesting analysis of how transit and customer prices are set in a network consisting of multiple ISPs. They also examine the existence of equilibrium price strategies and show how positive profit can be achieved using threat strategies. In [8] , the problem of where a pair of ISPs will make their peering connections so as to minimize their own transit traffic is formulated and studied by a game-theoretic model. Chun et al. [4] introduces a novel non-cooperative game model to characterize the caching problem among selfish servers without any central coordination and analyze replication of resources by these server nodes.
The rise of P2P overlay traffic in broadband networks has been reported and discussed academically as well as in popular press [6, 18] . The emergence of various overlay networks raises many technical challenges and business issues for ISPs. Researchers are making efforts to understand these new traffic patterns and improve their performance [1, 2] , and the problematic interactions between IP networks and overlay networks are examined in [9, 16] .
In [19] , we point out that the application layer routing of overlay networks upsets ISPs' traditional business model. However, that economic analysis does not take the response of subscribers into consideration, and we use break-even prices to evaluate one ISP's business, which cannot capture the stable state of one market. We also assume an ideal situation where each resource is downloaded only once by one ISP and then can be shared by all subscribers in the ISP. It is likely to be the direction of future overlay networks due to the tussle between ISPs and overlay networks (which is illustrated by those approaches mentioned in [1, 2] ), but it is far away from the reality of current P2P overlay traffic pattern.
Business model and game theoretic framework
We focus on the local market with n homogeneous subscribers as shown in Fig. 1 . The subscribers can access the Internet via two ISPs, say ISP 1 and ISP 2 . Each local ISP is in the business of providing access service, and competes with the other ISP for subscriber share. We denote ISP i 's market share as a i ði ¼ 1; 2Þ, and a 1 þ a 2 ¼ 1.
Both ISPs need to set up connections with their respective providers (which could be the same) for access to the rest of the Internet. In practice, many ISPs are multihomed, which means they have multiple provider links to reach the Internet. In our analysis, we use one virtual link between ISP i and the Internet to denote these multiple physical links and this virtual link is referred to as ISP i 's private link. These two local ISPs may also set up a free peering link between them to reduce traffic on their respective private links. The traffic exchange on peering links is free of charge. In addition, we ignore the peering cost such as maintenance cost in this analysis.
In 
Business model
Obviously, each subscriber needs to pay its provider for the access service. As it is quite common with current ISP pricing, we assume that each ISP uses flat rate charging and charges a fixed price p i , and it is possible that p 1 6 ¼ p 2 .
Local ISPs pay their providers for using their transit service. We assume that the transit providers charge local ISPs in the same local market, (i.e. ISP 1 and ISP 2 ), in the same way. The cost incurred is computed based on the amount of traffic a customer ISP generates and the performance of the link between two ISPs, i.e. cost ¼ f ðt; cÞ, where t is a variable determined by the customer ISP's traffic volume, c is related to the capacity of the inter-ISP links and f ðÁÞ is a non-decreasing function that maps t and c to cost.
Various charging models differ from one another in their choices of c; t and the cost function f ðÁÞ. For example, t can be the total-volume of traffic one customer ISP generates during the entire charging period, which is referred to as ''total-volume based charging"; or t can be the 95th percentile of all 5-minute traffic volumes during the charging period, which is called ''percentile-based charging". In this paper, we are not going to study the traffic dynamics on a short time scale, which implies that t can be the average traffic intensity on the inter-ISP links for our purpose.
Although c does not usually appear directly in the cost function, it in fact affects the cost which can be seen from the comparison that a traffic intensity of 40 Mbps on a OC3 link must cost more than a traffic intensity of 40 Mbps on a DS3 link.
The cost function f ðÁÞ can be quite complicated in the real world, for example, a piece-wise linear (nondecreasing) function. 
Game formulation
In this subsection, we will explain our game formulation for the network in Fig. 1 In the local market, ISPs set the prices for their own subscribers independently, and each subscriber responds to the prices by choosing one ISP as its provider to optimize its own utility. It is naturally a two-stage multi-leader-follower game [15] , in which ISPs act as leaders, with n subscribers acting as followers that play a game with the prices p i ði ¼ 1; 2Þ as ISP strategies.
Similar to the analysis of a Stackelberg game, we first analyze the second stage of this game, assuming that ISP i ði ¼ 1; 2Þ has set the price p i at the first stage of the game. All subscribers in this game share the same utility function, which means they choose their individual providers according to the same rules.
The most important concerns of one subscriber are access cost (p i if choose ISP i and service performance. Since one ISP is with fixed inter-ISP link capacity, its service performance will become worse as it provides access service to more subscribers. Let P i ða i Þ denote the service performance of ISP i when it provides access service to na i subscribers. Obviously P i ðÁÞ is a decreasing function and P 1 ðÁÞ may not be the same as P 2 ðÁÞ because two ISPs may have different inter-ISP link capacity.
Let U i ðp i ; a i Þ denote the utility value of subscribers in ISP i when ISP i provides service for na i subscribers at a price of p i . We define
which shows that subscribers always prefer lower access cost and better service performance. Since all subscribers of one ISP are with the same utility value, we also refer to U i as ISP i 's service utility.
Subscribers are not required to make their decisions simultaneously, which implies that we consider the Nash Equilibrium of the second stage game as a stable state where all subscribers settle down and will not change their decisions. Let a Ã 1 be ISP 1 's market share at the Nash Equilibrium point. After all subscribers in the local market finish selecting their ISPs, we have
which means the utility of all subscribers in both ISPs evaluate to the same value, hence none of them has a reason to change his decision and thus the market becomes stable. Note that Eq. (2) may not hold for some extreme cases with a
2 ; 0Þ implies ISP 1 grabs all subscribers and it still can provide a better utility for new subscribers. This is a degenerate case where one ISP dies. In the following analysis, we ignore such degenerate cases, and assume Eq. (2) always holds for Nash Equilibrium of the game.
Let us define uðaÞ ¼ P 1 ðaÞ À P 2 ð1 À aÞ. From Eqs. (1) and (2), we have
We assume that the two local ISPs together have the full control of the market by setting the prices, which is equivalent to assuming that uðÁÞ is an invertible function. Then we can solve the second stage of our game and the Nash Equilibrium is
In summary, the second stage game takes prices set by ISPs At the first stage, the ISPs do not cooperate among themselves because they are competing with each other for market share. They need to set their prices (in a one-shot game) simultaneously and independently, which implies the first stage game is a standard Nash game. The action set of ISP i in this non-cooperate game is p i P 0. We define a utility function R i , where R i ðp 1 ; p 2 Þ is the preference of ISP i to an action profile ðp 1 ; p 2 Þ: We assume that one ISP simply uses its profit (revenue minus cost) to evaluate a profile. ISPs, acting as leaders of the multi-leader-follower game, are aware of the function a Ã i ðp 1 ; p 2 Þ, the rational reaction of subscribers to prices. Therefore the utility function is defined as follows:
Here, t r i , the traffic intensity on ISP i 's private link, is certainly related to ISP i 's subscriber share, so we write it in the form of t r i ða Ã i ðp 1 ; p 2 ÞÞ. From Eq. (3), we can see that the market share distribution would not change if two ISPs agree to increase their prices at the same time, and then both ISPs can increase their revenues. However, two ISPs are not cooperating with each other, and both of them have incentives to lower their individual price to attract subscribers. In the numerical studies, we will show that peering helps two ISPs cooperate with each other to some extent and it results in higher prices.
As a summary, the multi-leader-follower game played by two ISPs and subscribers gives rise to the following optimization problem:
We give an overview of the game theoretic framework to study this market in Fig. 2 . For any given p 1 and p 2 , subscribers play a game as n followers and yield the value of a i as an outcome, which is reflected in the constraint in Eq. (5). This is the second stage of the whole game, expressed as the bigger ellipse in the figure. ISPs' knowledge of the dependence of their profits on the market share distribution and traffic intensity distribution is expressed as the business model. This model accepts the market share distribution (related to ISPs' revenues) and the traffic intensity distribution (related to ISPs' costs) as inputs (the two top arrows), and gives ISPs' profits as its output. The business model is discussed in Subsection 3.1 and then mathematically expressed as Eq. (4).
As a result of ISPs' knowledge of subscribers' response, traffic model and business model, ISPs can eventually predict their own profits (R 1 and R 2 ) under different profiles ðp 1 ; p 2 Þ. Therefore, two ISPs that are playing a non-cooperate game are able to maximize their own profits by making optimum decisions on their own prices, which is reflected in the objective function in Eq. (5). This is the first stage of the whole game and the interaction of two ISPs gives ðp Ã 1 ; p Ã 2 Þ as the Nash Equilibrium which represents the steady state of the market.
Game solution
As an extension of the Nash game which models the situation where each player takes no leadership position over its rivals, the multi-leader-follower game arises to analyze the situation where one or more players have more power than other players and thus become leader(s) in the game. The simplest of multi-leader-follower game is the Stackelberg game in which there is only one leader and multiple followers. A mathematical model for the Stackelberg game is the MPEC (mathematical programs with equilibrium constraints). The computation of global solutions to MPECs remains elusive, if not impossible, regardless of the progress in research on the MPEC [5, 14] .
A multi-leader-follower game with multiple leaders is more complicated than a Stackelberg game. The existence of Nash Equilibrium for a multi-leader-follower game is in jeopardy. Even in the favorable case where such an equilibrium exists, its complete characterization remains a daunting, if not impossible, task. Any rigorous attempt to compute a Nash Equilibrium (if it exists) for a multi-leader-follower game is presently out of the reach of existing methods, due to the high level of complexity and technical difficulties [10, 15] .
Fortunately, the game in this paper takes specific utility functions U i and R i , so that we are able to do a further study on its Nash Equilibrium. First, we rewrite Eq. (5) as follows:
We have the following theorem on the necessary condition for a Nash Equilibrium of the game defined in the above equation:
For a Ã 1 to be a Nash Equilibrium of the multi-leader-follower game defined in Eq. (6), it must satisfy the following two conditions:
From the definition of Nash Equilibrium, we know that p Ã 1 should be the best response to p Ã 2 , and vice versa. Since we do not consider the cases where the maximum profit happens at the boundary, we must have
We can apply this property on all conditions in Eq. (8) t(a*) Fig. 2 . Overview of the game theoretic framework.
From Eqs. (9), (4) and p
It can be further simplified based on Eq. (7) as follows:
a Ã 1 must satisfy the following condition in order to be the market share of a Nash Equilibrium:
Eq. (10) can be simplified as 
And then we can further study various issues in this local market based on this closed-form game solution. Unfortunately, as we will discuss in later sections, the traffic function in real world is likely to be very complicated, which makes closed-form game solution impossible. In this paper, we will study the local market numerically using Matlab to avoid solving the fix-point problem in the traffic model, but the Matlab code is still based on this theorem.
Eq. (12) shows that the traffic pattern t r i ða i Þ affects the Nash Equilibrium. In the next section, we will present our traffic model as a simple and intuitive way to represent inter-ISP traffic patterns. Then we will show how our framework can help ISPs make peering and provisioning decisions in the context of different traffic patterns.
Inter-ISP traffic model
The inter-ISP traffic is a significant factor that determines the outcome of the ISP peering game, for at least two reasons. First, the monetary flows among ISPs are directly based on inter-ISP traffic flows. Secondly, inter-ISP links are likely to be bottlenecks that affect the performance perceived by potential subscribers, hence indirectly affect the ISPs' market share distribution. Therefore t r i appears in both subscribers' utility function U i and ISPs' utility function R i . On the other hand, it is very difficult to characterize real world traffic patterns using simple traffic models. This is usually the most contentious part of modeling efforts.
In this paper, we describe a reasonably simple yet general traffic model tðaÞ, focusing on our problem at hand, namely describing the internal and external traffic of a set of local ISPs based on their market share distribution a and their network provisioning. Fig. 3 is an illustration of all factors that affect the intensity of inter-ISP traffic. In a network, both ISPs' behavior and subscribers' behavior have influence on traffic intensities on different links. ISPs decide the provisioning of their links (c r i and c p i ), and they also implement their routing rules using BGP. The market share distribution ðaÞ is determined by subscribers' choice of their own providers, and subscribers may also affect the routing of the traffic using application layer routing. The traffic model takes all these factors as input and predicts traffic intensities on inter-ISP links as output. The traffic model shows the reaction of the network to the behavior of the ISPs and subscribers.
Gravity modeling framework
We assume that subscribers in this market are homogeneous, and each subscriber generates traffic demand with an intensity of q. Therefore the total demand of ISP i 's sub-
The task of our traffic model can be seen as to assign the total demand to three different categories -local intra-ISP traffic ðt Gravity models are commonly used by social scientists to model the movement of people, goods or information between geographic areas. Generally, those models contain some elements of mass and distance, which lends them to the metaphor of physical gravity as described in Newton's law of gravity. For example, in gravity models for cities, the relative strength of the interaction between two cities might be modeled as directly proportional to the product of the populations and inversely proportional to the distance between the two cities. Recently, researchers start to use gravity model to solve some networking issues such as the estimation of inter-ISP demand matrix [3] and intra-ISP demand matrix [21] . A general formulation of a gravity model is given by the following equation: The model in [3] is to estimate the intensity of the demand between any pair of ISPs, while the routing of this demand is not considered. We agree that population size and path performance are the most important factors that affect inter-ISP traffic intensity. However, that model cannot serve our purpose to predict the inter-ISP traffic intensity for two reasons. First, ISPs may deploy various approaches to improve the locality of applications and reduce inter-ISP traffic, so subscribers are more likely to connect with other subscribers (or servers) in the same ISP network to retrieve information. Therefore, the attractive factor and the repulsive factor may not be linearly dependent on the population size of one ISP. Second, we need to predict traffic intensity on the inter-ISP links between neighboring ISPs instead of demand intensity between any pair of ISPs, thus routing must be included. Therefore we interpret the gravity model in a slightly different way.
To make it easy to read in our context, we rewrite Eq. (14) as follows:
Note it is not a rigorous gravity model since S # i depends on the source ISP as well as the destination ISP in order to reflect the locality feature of P2P applications. From Eqs. (13) and (15), we have
where G # i is referred to as performance factor (inverse of distance factor). S # i and G # i will be interpreted in the following subsections.
Interpretation of performance factor
The performance factor G # i is used to model the effect of application layer routing which is sensitive to link performance.
As we know, the routing of web traffic is controlled by ISPs using BGP. The traffic demand between ISP i and the Internet is transited via the ISP i 's private link, and the traffic demand between two peering ISPs is transited via the peering link. The routing of web traffic does not usually matter with the inter-ISP link performance.
However, the application layer routing of overlay networks is determined by applications and it is usually sensitive to link performance. Generally speaking, overlay networks attempt to provide ''enhanced" services to applications by routing their traffic according to some performance constraints. A degradation in the performance of one path will trigger overlay networks to find an alternate path that satisfies the performance constraints and reroute the traffic accordingly. Although various applications or content distribution networks (CDNs) rely on different peer selection algorithms or service redirection mechanisms, they share the common feature that such mechanisms are more likely to redirect the access to other alternatives if the provisioning is poor across a certain ISP boundary. That is why some ISPs try to use bandwidth throttling approach to reduce the inter-ISP traffic intensity.
In our gravity traffic model, we use the performance factor G # i to model the sensitivity of the routing to the inter-ISP link performance. We define the performance sensitivity function GðÁÞ and let
For web traffic we have GðÁÞ ¼ 1, which means the routing of web traffic cannot be affected by link provisioning. For overlay traffic, GðÁÞ should be an increasing function, which implies application layer routing always favor the path with good performance. For ease of the presentation, we further assume that 0 < GðÁÞ 6 1, and GðÁÞ can be viewed as the throttling effect of the link provisioning. We also assume that G l i ¼ 1 for i ¼ 1; 2. This implies that intra-ISP links always have better performance than inter-ISP links.
Interpretation of repulsive factor
Subscribers in ISP i retrieve information from different source ISPs including their own network. Intuitively, larger ISPs are more likely to provide more information for these subscribers since larger ISPs may have more content servers (web traffic) and more peers that are interested in the same files as subscribers in ISP i (overlay traffic). The repulsive factor S # i is used to model the relationship between the amount of one source ISP's contribution and its population size.
In some works people assume that the amount of one source ISP's contribution is proportional to its population size. However, many mechanisms deployed by ISPs to improve the locality of traffic make the assumption of proportional contribution unsuitable for current Internet. For example, ISPs deploy various cache servers to make web contents close to their subscribers to reduce transmission cost. After P2P applications became popular, researchers also propose approaches, such as gateway peers and biased neighbor selection [2] , to make more use of local network instead of going to other ISP networks. With the biased neighbor selection approach, the trackers are modified so that the neighbor list of a subscriber A, which is returned by these modified trackers, are more likely to include peers in A's own network, while previous trackers return neighbor list randomly without consideration of peer locality. The inter-ISP traffic intensity can be tuned easily by setting different control parameters with the new tracker algorithm.
An extensive investigation is necessary to understand how these mechanisms quantitatively affect inter-ISP traffic intensities. In this paper, we only provide a framework to model the influence of population size based on a general concept of caching function.
We define caching function rðaÞ as follows. For web traffic, rðaÞ is the probability that a subscriber's request can be satisfied by its ISP's local network when the subscriber's ISP is with a market share of a. For P2P traffic, rðaÞ is related to the neighbor selection algorithm of the P2P application, and it can be seen as the average ratio of local peers in the neighbor list of one peer in an ISP network with a market share of a. In other words, rðaÞ determines the application layer topology of a P2P network, while the transmission rate on links of this network is further determined by
rðaÞ is usually a non-decreasing function of a, the market share (or population size) of the ISP in question, satisfying 0 6 rðaÞ 6 1. Note, the caching effect can be achieved either by some kind of proxy server (so that other subscribers downloading an object already downloaded previously can be satisfied locally) or by P2P applications with peers in the same ISP serving the role of a proxy server. When r ¼ 0, all subscriber requests result in inter-ISP traffic, whereas when r ¼ 1, all subscriber requests can be satisfied locally.
Specially, rð1Þ is the probability that subscribers in this local market connect with servers (peers) in the local market (both ISPs) for content. Note that rð1Þ 6 ¼ 1 if there are servers (peers) in remote ISPs, which means it is always possible that local subscribers connect with remote servers or peers (in the Internet, but not in local market) for content. Also, rð1Þ À rða i Þ can be seen as the probability that subscribers in ISP i connect with servers (peers) in the peering ISP for contents. So the repulsive factor S # i is defined as follows:
If there is no peering link between two local ISPs, the repulsive factor is
Inter-ISP traffic function
The combination of caching function rðÁÞ and performance sensitivity function GðÁÞ together define a traffic pattern. From Eqs. (16), (17) and (19) , if there is no peering link between two ISPs, we simply have
For the scenario where there is a peering link between the two local ISPs, we have Since overlay routing might be load-dependent, Eqs. (20) and (21) are fixed point problems and the closed-form solution cannot be given easily. In this work, we solve the problems numerically using Matlab.
Case studies of ISPs peering game
In Section 3 we define the ISPs peering game and formulate the game as an optimization problem in Eq. (6). Since inter-ISP traffic pattern play an essential role in the peering game, we further present our traffic model to describe different traffic patterns in Section 4. Based on the whole framework, now we can analyze the local market and study ISPs' provisioning and peering decisions in the context of different traffic patterns. In this section, we will do a few numerical case studies to gain some insights into how traffic patterns affect ISPs' business strategies.
In all of our case studies, we focus on the same market with the following information. There are n ¼ 1000 subscribers in the market, and each subscriber is with a demand of q ¼ 0:001. The cost function for local ISPs is f ðc
where q t is a constant cost for per unit intensity of traffic and q c is a constant cost per unit of committed capacity. We further assume q t ¼ 80 and q c ¼ 100 in this paper.
We assume that the subscribers in the local market evaluate ISP's service performance according to the weighted residual bandwidth of ISP's inter-ISP links as follows:
We also assume that the caching function rðaÞ takes the form of we can assume all subscribers in one P2P system are homogenous, e.g. they make the same amount of contribution to the system. So the caching function for traffic generated by this kind of P2P systems is rða i Þ ¼
a o is the ratio of peers in the remote Internet to peers in the local market. This is equivalent to our model with c 1 ¼ 0 and c 2 ¼
For any traffic pattern, the caching effect should always be non-negative and should increase with the population size. It implies that c 1 P 0 and c 2 P 0. In addition, the marginal cost of a new coming subscriber should be positive in a local ISP, which means that the inter-ISP traffic intensity should increase with the ISP's population size.
So we have oð1 À rðaÞÞa oa P 0, which is equivalent to c 1 þ 2c 2 6 1.
ISPs can determine rðaÞ for the mixed traffic in their market through various measurement technologies, and then apply our game theoretic framework to study provisioning and peering strategies in their market. Researchers can propose reasonable models for any inter-ISP traffic pattern generated by individual popular system. Our game theoretic framework can be easily applied to study the economic implications of the popular system on ISPs' business.
In this section, we fix ISP 2 's private capacity as c r 2 ¼ 0:6 and conduct numerical studies to help ISP 1 understand the market and make proper decisions.
As we stated at the end of Section 4, Eqs. (20) and (21) are fixed point problems, which reflect the fact that application layer routing might be load-dependent. As a result, we cannot give the closed-form solution of t approximately. Then we have Eq. (7) in a numerical form. Based on that, we can solve the peering game in Eq. (6) according to Theorem 1.
Provisioning strategy: web traffic
In this case study, we focus on web traffic, whose routing is controlled by ISPs using BGP. We assume the dominant traffic in current market is web traffic with c 1 ¼ 0 and c 2 ¼ 0:1. In addition, there will be a new technology that can improve the locality (caching effect) of those web traffic and then c 1 ¼ 0:05 and c 2 ¼ 0:2. ISP 1 needs to decide two things, e.g. how much capacity it needs to buy and whether to peer with ISP 2 or not. The Nash Equilibria under the two traffic patterns in the context of different provisioning and peering strategies are plotted in Fig. 4 . Note that each point in the figures shows the Nash Equilibrium of one game, which is defined by a particular provisioning strategy ðc r 1 Þ and a particular peering strategy under the traffic pattern with a particular caching function.
In this market, ISP 1 can induce more subscribers by increasing the capacity of its private links. After c r 1 increases, ISP 1 can charge its subscribers more, while ISP 2 has to lower its service price in order to maximize its profit. In this particular market, ISP 1 's profit increases after ISP 1 buys more private capacity, while ISP 2 's profit decreases because its price decreases.
Without peering, the market share of the larger ISP (with more private capacity) would increase after the new technology is deployed (such as the deployment of CDNs). It implies that the larger ISP can benefit more from the new technology, which is consistent with economy of scale. The new technology improves the caching effect, so the marginal cost of one subscriber is lowered, which means the competition for subscribers between two ISPs would be fiercer than before. Both ISPs lower its service price to induce subscribers, therefore subscribers also benefit from the technology. However, both ISPs' profits decrease due to the fiercer competition.
Peering is always bad for the ISP with more private capacity when only market share is concerned. This results in that large ISPs do not want to peer with small ISPs. However, both ISPs can charge their subscribers more, thus make more profit after peering. This might explain why ISPs with comparable size would like to peer with each other.
Market share is less sensitive to the provisioning of two ISPs' private links after peering. Peering even reverses the influence of the new technology. After peering, the appearance of the new technology would increase the market share of the small ISP. Peering combines two ISP networks into one single network, thus two ISPs enjoy the same economy of scale. In addition, subscribers even need to pay more after the deployment of the new technology with peering, while without peering the Internet access cost would be lowered after the deployment of the new technology.
Provisioning strategy: overlay traffic
In the second case study we focus on P2P overlay traffic. We assume that the performance sensitivity function GðÁÞ for P2P overlay traffic takes the following form:
GðdÞ is to measure the response of overlay routing to the link performance evaluated by residual capacity of the link. We define the performance sensitivity function in this way because the above function satisfies the following features.
The performance factor approaches zero as the residual capacity of the link approaches zero, i.e. and h m ¼ 0:6. As far as we know, currently there is no research result on the relation between link performance and application layer routing choice (i.e. performance sensitivity function). The only reference we can find to help us determine GðdÞ is a few measurement results mentioned in [2] . Similar as the first case study, we solve all the games with different provisioning profiles, peering strategies and different traffic patterns. The resulting Nash Equilibria of these games are plotted in Fig. 6 .
When two ISPs do not peer with each other, increasing private capacity results in more subscriber share. After peering, however, increasing the provisioning reduces its own market share and increases its competitor's profit. It might be caused by overlay routing, which renders more difficulties for ISPs to achieve their particular goals. ISP 1 increases c r 1 , and it makes that more peers in ISP 1 retrieve information from outside peers instead of from peers in the local market due to performance-sensitive routing [2] . Therefore, ISP 1 's inter-ISP intensity increases, which may partly counteract the performance improvement from the increased provisioning. At the same time, ISP 1 needs to pay more because of the increased capacity and increased inter-ISP traffic intensity. As a result, ISP 1 has to increase the price although its performance improvement is limited, which may drive away its subscribers. Comparing with the market with only web traffic, it is more difficult for two ISPs to make a free peering agreement due to application layer routing. Fig. 6 show that it might be a good strategy for one ISP to reduce its private link provisioning under the peering scenario. The ISP's market share does not decrease and its profit increases. This may explain why some ISPs begin to use bandwidth throttling to contain inter-ISP P2P traffic intensity. Obviously, with peering relationship, the traffic pattern under study discourages network growth and service improvement under current Internet architecture and business model.
Before peering, new technologies that improve the locality and the performance sensitivity of overlay applications would also make the competition between two ISPs fiercer. ISPs reduce their price to induce more subscribers because subscribers themselves are serving as information providers and thus become more valuable for ISPs. After peering, both ISPs can make use of all peers in the whole market, so it may not be necessary for them to reduce the service price to attract subscribers. In terms of market share, peering is always bad for the ISP with larger capacity. The negative influence is more apparent in a market with overlay traffic than a market with web traffic. But after peering two ISPs can increase their prices at the same time, thus make more profit. To some extent, we can say that two ISPs are partly cooperating with each other under the peering scenario.
Case study: peering strategy
Now let us look into the peering strategy. Peering strategy is more than deciding peering or not. ISPs can control the peering capacity between them to achieve their individual goals. In some networks, peering capacity has significant influence on ISPs' business.
In this case study, the local market is the same as before. We further assume ISP 1 's private capacity is also fixed and c r 1 ¼ 1. We will look at the influence of peering capacity in the context of three traffic patterns. These three traffic patterns are with the same caching function where For web traffic, the routing is determined by ISPs, and only local traffic can go through the peering link. So the traffic intensity on the peering link is always below a certain value. a Ã 1 would not be reduced a lot by increasing peering capacity. However, overlay traffic is not under the control of the peering agreements. Overlay applications can continue moving traffic to the path with good performance, so increasing peering capacity exasperates the free-riding of the ISP with worse performance. It may reduce the market share of the larger ISP ða Ã 1 Þ a lot when overlay traffic dominates. In addition, the negative influence would be larger if the overlay traffic is more performance-sensitive. Therefore, with overlay traffic, ISPs should be very careful when making the peering decisions.
We also notice that ISPs' prices keep increasing as two ISPs increase their peering capacity. It reveals that two ISPs form a tighter coalition and they have more bargaining power to subscribers after their peering capacity increases, although the peering benefit distribution is not fair, which can be seen from the change of the market share distribution shown in Fig. 7 .
Discussion on subscribers' choices
In the above analysis, two ISPs are able to provide satisfactory service for all subscribers in this market (or Internet access service is necessary for subscribers in this market), so what the subscribers need to decide is which ISP to subscribe. This market can be thought as saturated, where all potential subscribers have joined the Internet. These subscribers always choose the ISP with high service utility, thus the utility of subscribers in two ISPs evaluate to the same value when the market becomes stable. In this model, two ISPs are competing with each other, and both of them have incentives to lower the price to attract subscribers from the other ISP. As a result, subscribers enjoy reasonable prices.
We can allow that some of n potential subscribers do not subscribe to any ISP to model an expanding market. In this market two ISPs are not able to provide satisfactory service for all potential subscribers. One subscriber always chooses the ISP with high service utility, and the service utility must be non-negative. Otherwise, the subscriber does not subscribe the Internet access service. With this assumption, we still have the following equation for the Nash Equilibrium: There is one more condition for the Nash Equilibrium as follows:
Let us assume that some users do not choose any ISP when the market becomes stable, i.e. a Ã 1 þ a Ã 2 < 1 at the Nash Equilibrium point. Obviously we have
Otherwise subscribers would choose the ISP with positive utility. In this case, two ISPs are not competing with each other directly since there are ''free" potential subscribers which do not belong to any ISP. We conduct the numerical study under the new assumption for the web traffic in the third case study. 1 The result is shown in Fig. 8 .
We have two observations from Fig. 8 . First, the two ISPs' prices are lower than the result in Fig. 7 . In order to avoid some subscribers leaving the Internet, both ISPs lower their prices to attract potential subscribers. However, the same as in a saturated market, the two ISPs' prices keep increasing as they increase the peering capacity. Second, the market shares of both ISPs are increasing with the peering capacity, but the the market share of the smaller ISP increases more quickly than the larger ISP, which shows that the smaller ISP benefits more from the peering relationship than the larger ISP. This case study is for an expanding market, where two ISPs cannot provide satisfactory service for all potential subscribers; while the first three case studies can be viewed as for a saturated market, where all subscribers have joined the Internet and two ISPs are competing with each other directly.
Conclusion
In this paper, we study a local market with two ISPs competing with each other for market share of subscribers. We formulate the interaction among ISPs and subscribers 0. 1 We ignore the two overlay traffic patterns since two ISPs provide positive utility for all subscribers in the market at Nash Equilibria points under those two overlay traffic patterns.
in this market as a two-stage game and study the influence of different traffic patterns on the Nash Equilibrium of the market. The goal of this paper is to establish an abstract and quantitative framework that brings out the important factors that affect ISP peering. ISPs can also use this methodology to build a decision support system to study its peering and provisioning strategies.
We provide a general inter-ISP traffic model to define traffic pattern based on caching function and performance sensitivity function. Under this framework, we focus on two traffic pattern families. One is for the traditional web traffic, whose routing is determined by ISPs. The other is for overlay traffic, which represents the traffic whose routing is reactive to the network performance. We conduct numerical studies to understand the influence of traffic patterns on the peering game in the market. The result reveals some important observations on ISPs' business. First, economy of scale plays an important role in ISPs peering game. Second, in certain scenarios, application layer routing might discourage network growth and service improvement because current network architecture and business model do not take this kind of traffic into consideration. Third, even when P2P overlay traffic dominates, local peering is still beneficial for local ISPs as a total although the peering benefit distribution may not be fair.
Actually, free-riding, which refers to the situation that ISPs provide unintended service for other ISPs, can also occur in other selective-transit scenarios. For example, a multi-homing ISP may unknowingly provide transit service for its providers, due to P2P or other overlay applications. In this paper, we focus our attention to the case of free-riding when local ISPs are engaged in a settlement-free peering agreement. This situation drew our attention because it really occurs and has become a concern by a local ISP we consult with.
Our dynamic market analysis involves assumptions on transmission cost function between ISPs, subscribers' utility function to choose their own provider and inter-ISP traffic model (Web and overlay). The transmission cost is dependent on link capacity and traffic intensity between two ISPs. In our utility function, subscribers take price and performance of each ISP into consideration when they make their decision. The inter-ISP traffic intensity is related to population distribution, ISPs' caching efficiency and routing sensitivity to link provisioning. Although the particular form of these functions in this paper should be further validated, we believe the above factors are critical and essential for local market analysis.
In this paper, the caching function together with performance sensitivity function is provided as a general framework to model a family of different inter-ISP traffic patterns. The inter-ISP traffic pattern is a significant factor that influences ISPs' economic behavior. However, as far as we know, currently there is no research result on describing the internal and external traffic of one ISP based on its population size and its network provisioning. We are now further studying this issue through measurements and simulations to improve and validate our traffic model. However, ISPs can conduct measurement on their own network to determine their traffic pattern, and then apply our game-theoretic framework during their own economic analysis.
The analysis in this paper does not take into consideration any peering constraint between ISPs. In the real world, two ISPs forming bilateral charge-free peering agreements require that traffic flowing between them should be roughly equal. Otherwise they would not agree to freely peer. Under this situation, the extreme cases would not occur. However, from our analysis we can see that this constraint is more important than before for large ISPs after P2P overlays appear (see Fig. 7 ). Moreover, it also explains why some large ISPs disconnected from public multilateral peering points, e.g. HKIX.
The network architecture, along with the traffic engineering policies that ISPs use, are based on certain assumptions about how their customers and traffic behave. Overlay networks could call into question some of these assumptions, thus rendering it more difficult for ISPs to achieve their goals. We believe that this study is helpful for ISPs to have better knowledge about various traffic patterns to cope with the different technical issues and business issues, and the insight of this work may lead to further examination of the Internet architecture and inter-domain routing mechanisms. Therefore, we believe this research can potentially have high practical as well as theoretical significance.
